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ABSTRACT
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review on the latter, to map the current trends and identify the corresponding gaps. Findings
suggest the following topic clusters for future research: (1) machine learning, artificial intel-
ligence, blockchain, big data; (2) fraud and reputation; (3) phishing and social engineering;
(4) human security and user education.

Keywords: Cybersecurity; cybercrime; cyberattack; cyber education.

Fecha de recepcion: 7 de marzo de 2024.

Fecha de aceptacion: 19 de abril de 2024.

* Facultad de Ciencias Econémicas y Empresariales. Departamento de Organizacién de Empresas. Ciudad
Universitaria de Cantoblanco. 28049 MADRID (Espaia). E-mail: mar.alonso@uam.es

** Department of Mechanical, Energy and Management Engineering; RENDE (Italy).

School of Economics, Business and Accounting, University of Sio Paulo; SAO PAULO (Brazil).

University of Science and Technology of China, HEFEI CITY (China). E-mail: carlo.giglio@unical.it

Cuadernos de Turismo, 53, (2024), 243-260


https://doi.org/10.6018/turismo.616471
mailto:mar.alonso@uam.es
mailto:carlo.giglio@unical.it
https://orcid.org/0000-0003-4957-3689
https://orcid.org/0000-0001-7244-1049

244 MARIA DEL MAR ALONSO-ALMEIDA'Y CARLO GIGLIO

Ciberseguridad en la investigacion en turismo y hoteleria: temas de actualidad, ten-
dencias y una agenda para futuras investigaciones

RESUMEN

Este articulo compara dos revisiones bibliograficas sobre cuestiones de ciberseguridad
centradas en el ambito de las empresas y la gestién empresarial, por una parte, y en el sector
del turismo y la hostelerfa por otra. De este modo, se utiliza el estudio general en el dmbito
empresarial como punto de referencia para el andlisis sobre el sector del turismo, con el fin
de trazar las tendencias actuales e identificar las lagunas existentes. Los resultados sugieren
los siguientes temas para futuras investigaciones: (1) aprendizaje automadtico, inteligencia
artificial, blockchain y big data; (2) fraude y reputacion; (3) phishing e ingenieria social; (4)
seguridad y educacion.

Palabras clave: Ciberseguridad; ciberdelito; ciberataque; educacion cibernética.

1. INTRODUCTION

Digitalisation has transformed the tourism sector with radical changes in operational,
value chain, and relationship with tourists in the two last decades (Sigala, 2018). The tou-
rism industry has adopted technological innovations such as internet infrastructure, diverse
payment systems, point-of-sale (POS), and IoT and Blockchain (Chen and Fiscus, 2018).
Nevertheless, this revolution is not without its challenges. Nowadays, one of riskiest
challenges in tourism is the occurrence of cyberattacks due to the increase of cybercrime
(Boto-Garcia, 2023). In fact, tourism was reported as one of more attacked industries in
recent years (Security, 2023).

Some of the reasons making the tourism industry vulnerable to cybercrime are, on the
one hand, the growth of technology adoption in the industry, the ubiquity of IT infras-
tructure, a lack of IT security culture, and the high rate of new or low skilled employees
(Gwebu and Barrows, 2020).

On the other hand, the tourism industry accumulates valuable personal and financial
information on its customers (Parsons et al., 2021). This kind of information can be used
by cybercriminals, not only to extort money from companies in the sector, but also to
attack individual customers. These data breaches are aggravated when dealing with par-
ticularly sensitive data such as health data in medical tourism (Parsons et al., 2021). In
addition, to build a cybersecurity capability, cybersecurity in companies was tackled from
a technology and compliance-oriented approach instead of a business-driven approach
(Paraskevas, 2022).

The types of cyberattacks mostly reported by the industry are phishing and malware
attacks, especially POS attacks and ransomware that have provoked direct and indirect
losses (Paraskevas, 2022). Some authors emphasize that this problem differs between tou-
rism and non-tourism companies in terms of actors, actions, assets, and attributes (Gwebu
and Barrows, 2020).

Cuadernos de Turismo, 53, (2024), 243-260



CYBERSECURITY IN TOURISM AND HOSPITALITY MANAGEMENT RESEARCH: CURRENT... 245

Although, health, bank, and government industries have been highly attacked, tourism
has also been victim of cybercrime. Companies such as Marriot, Starbucks, Hilton, Pizza
Hut and McDonald’s, among others, have reported different types of breaches (Bilefsky,
2017; Chen and Fiscus, 2018; Gwebu and Barrows, 2020) and this threat is increasing.

Thus, cybersecurity is a hot emerging topic in tourism. However, very little research
has addressed this issue (Chen and Fiscus, 2018) despite the impacts associated with these
security breaches (Butler, 2016; Paraskevas, 2022). In fact, most of the previous research
about cybersecurity in tourism is descriptive. One part of the research has focused on
analysing the type of breaches, identifying the source of risks and providing some recom-
mendations (Chen and Fiscus, 2018; Gwebu and Barrows, 2020; Parsons et al., 2021).
Another part has developed theoretical models to develop a cybersecurity environment
(Roy, 2021; Laso et al., 2022; Paraskevas, 2022; Sahu and Gutub, 2022). Empirical
research is, however, residual (Boto-Garcia, 2023).

Therefore, this study attempts to respond to an existing gap in tourism research regar-
ding the status of cybersecurity and its impact on the tourism industry and identify priority
research directions. In the following sections, the methodology of the study is explained,
the results are presented and, finally, the discussion and conclusions are disclosed.

2. METHODOLOGY

Building on the multi-step approach for systematic literature reviews (Denyer and
Tranfield, 2009), we have: 1) made the review questions explicit; 2) defined the review
scope; 3) identified, checked, and selected the publications that proved to be relevant to
the reviews; and 4) read and synthesised their contents (see also Giglio ef al., 2023a). The
compared systematic literature reviews have been conducted by adopting the PRISMA
methodology (Page et al., 2021; Moher et al., 2009). We adopted the comparison among
two different literature reviews in order to use the more mature field related to organiza-
tions, business and management as a benchmarking tool for forecasting the future research
directions and topic clusters within the embryonic literature on cybersecurity in tourism
and hospitality. We used the following search strings in Scopus on 18 September, 2023
to select the relevant articles. In detail, we have identified and searched for the relevant
keywords in titles, abstracts, and keyword sections of each article.

For the systematic literature review on cybersecurity in tourism and hospitality, we
have used the following search string: ( KEY ( cyberatt* ) OR KEY ( cybersecurit*
) OR KEY ( cybercrime* ) ) AND ( KEY ( tourism ) OR KEY ( hospitality ) OR
KEY ( travel ) OR KEY ( travel AND agenc* ) OR KEY ( restaurants ) ). For the
systematic literature review on cybersercurity in organisation, business, and management
fields, we have used the following search string: ( KEY ( organization* OR business* OR
management ) AND (KEY ( cyberatt* ) OR KEY ( cybersecurit* ) OR KEY ( cybercrime*
) ) ) AND ( LIMIT-TO ( SRCTYPE,”;” ) ) AND ( LIMIT-TO ( DOCTYPE,”ar” ) OR
LIMIT-TO ( DOCTYPE,”re” ) ) AND ( LIMIT-TO ( SUBJAREA,”BUSI” ) OR LIMIT-
TO ( SUBJAREA,”SOCT” ) OR LIMIT-TO ( SUBJAREA,”’ECON” ) OR LIMIT-TO (
SUBJAREA,”DECT” ) ) AND ( LIMIT-TO ( LANGUAGE,”English” ) ).
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For the former, we obtained an initial set of 18 papers, whilst we identified 453 articles
for the latter systematic review. Our search results were double checked to ensure that
there is no overlapping among the sets related to tourism and hospitality and to organi-
sations, business and management. This was also possible due to the selection of two ad
hoc sets of different keywords for each specific literature review, and to the more stringent
use of the “AND” logical operator while combining keywords. Moreover, the searches
were not extended to title and abstract, in order to make the results more coherent with
the objectives of the two reviews.

The selection of Scopus was motivated by Franceschini et al. (2016) that showed how
the use of Web of Science - or other more stringent databases - would have limited the
number of analyzed articles, especially for the smaller dataset on tourism and hospitality
(see also Schiederig et al., 2012). On the other side, Google Scholar includes more publi-
cations than Scopus or Web of Science. However, it is proven to be an excellent source
for literature discovery, but it embraces all kinds of publications (e.g., reports, working
papers, conference proceedings, student theses/assignments, etc.) (Bornmann ez al., 2008,
Delgado Lépez-Cozar et al., 2014, Giustini and Kamel Boulos, 2013, Lasda Bergman,
2012), finally, indexing a “significant mass of non-refereed web documents which do not
pass any ‘qualitative’ process” (Kousha and Thelwall, 2007, p. 290).

We report the results of the PRISMA methodology for the new systematic reviews
in Figure 1, adapted from the updated PRISMA 2020 flow diagram (Page et al., 2021;
Moher et al., 2009; see also Giglio ef al., 2023a). The diagrams consist in four steps, from
identification of potentially relevant publications, to screening including an eligibility
check, and inclusion. Specifically, for each set of articles, we have analysed the abstract of
each article, checked for duplicates, and verified the relevance and appropriateness of the
articles with respect to the scope of the corresponding review (Page et al., 2021; Moher
et al., 2009). We have not imposed constraints on Scopus subject areas, language, and
article type for the review on tourism and hospitality, given the already reduced amount
of publications (18) existing in Scopus — besides, the selected publications fall within the
same subject areas and language as the second set of articles. In fact, we have removed
ten out-of-scope contributions from the review on cybersecurity in tourism and hospita-
lity, while no changes were made to the other set of articles, based on inclusion/exclusion
criteria in Table 1 (Page et al., 2021; Moher et al., 2009). Finally, we have considered 8
articles for the review of cybersecurity in tourism and hospitality and 453 for cybersecurity
in the organisation, business, and management fields. The description of the characteristics
of the final samples is reported in Table 2.

A mixed, quali-quantitative approach has been adopted at this stage. In fact, the
following step consisted of a qualitative analysis of the full papers, which was performed
in parallel by all the authors (Giglio et al., 2023a; Giglio et al., 2023b). On completion
of the analysis, all the authors shared all their evaluations with one another in order to
provide the highest transparency and to make sure that they could explore and integrate
all the findings and contributions of each article in a flexible manner (Kraus et al., 2022;
Giglio et al., 2023a; Zahoor et al., 2020). In further detail, all full papers were investigated
and coded by all authors until a shared consensus was obtained (Pittaway et al., 2004).
Then, the two sets of full papers were also analysed quantitatively by using the R-Studio
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software app Biblioshiny (Aria and Cuccurullo, 2017; Giglio et al., 2023a; Giglio et al.,
2023b). In this second step, we have deepened the authors’ productivity, citations, and
impacts as well as the relevance of publication sources, the evolution of topics over time,
and the emerging trends in terms of keywords and thematics (Aria and Cuccurullo, 2017;
Giglio et al., 2023a; Giglio et al., 2023b).

Figure 1
A COMPARISON OF THE PRISMA FLOW DIAGRAMS FOR SYSTEMATIC
REVIEW ON CYBERSECURITY IN TOURISM AND HOSPITALITY (LEFT SIDE)
AND IN ORGANISATION, BUSINESS AND MANAGEMENT (RIGHT SIDE)

[ Identification of studies via databases | | of studies via |
J J
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= Scopus (n = 18) =0) % Scopus {n = 453) =0)
G Records removed because s Records removed because
= out of scope (n = 10) = out of scope (n =0)
) l

Records screened Records excluded Records screened Records excluded

(n=8) (n=0) (n=453) (n=0)

Reports sought for retrieval Reports not retrieved Reports sought for retrieval Reports not retrieved
2 (n=8) (n=0) 2 (n = 453) n=0)
E =
8 ' : ]

Reports assessed for eligibility ?,‘;"3{‘5 excluded Reports assessed for eligibility Reports excluded:

(n=8 (n=453) (n=0)

L L
E Studies included in review § Studies included in review
b n =8 5 n =453
2 n=8) 2 @ )
L L

Source: Authors own elaboration.

Table 1
INCLUSION AND EXCLUSION CRITERIA

Review of cybersecurity in tourism and hospitality

Criteria code Inclusion criteria Exclusion criteria

Articles not dealing with “Inclusion

1 Articles dealing with cybersecurity .
criteria 1

Articles dealing with tourism and
2 hospitality at large including travel
and restaurants

Articles not dealing with “Inclusion
criteria 2”
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Review on cybersecurity in organisation, business, and management fields

Criteria code Inclusion criteria Exclusion criteria

Articles not dealing with “Inclusion

3 Articles dealing with cybersecurity criteria 37

Articles dealing with tourism and
4 hospitality at large including travel
and restaurants

Articles not dealing with “Inclusion
criteria 4”

Articles in Scopus subject areas
related to Business-Management-
5 Accounting, Economics-
Econometrics-Finance, Decision
Sciences, Social Sciences

Atrticles not included in Scopus
subject areas “Inclusion Criteria 5”

Articles (including reviews)

published in journals Articles not published in journals

7 Articles written in English Articles not written in English

Source: Authors own elaboration.

Table 2
DESCRIPTIONS OF THE TWO DATASETS OF ARTICLES ON TOURISM AND
HOSPITALITY AND ON ORGANISATION, BUSINESS AND MANAGEMENT

Review of cybersecurity in tourism and hospitality
Description Results
Timespan 2018:2023
Sources (Journals, Books, etc) 7
Documents 8
Annual Growth Rate % 0
Document Average Age 1.75
Average citations per doc 5.125
References 246
Author’s Keywords (DE) 32
Authors 20
Authors of single-authored docs 3
Single-authored docs 3
Co-Authors per Doc 2.5
International co-authorships % 375
Article 6
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Book chapter 1
Conference paper 1

Review of cybersecurity in organisation, business and management
Description Results
Timespan 2003:2023
Sources (Journals, Books, etc) 208
Documents 453
Annual Growth Rate % 26.61
Document average age 2.79
Average citations per doc 11.85
References 24255
Author’s keywords (DE) 1675
Authors 1227
Authors of single-authored docs 77
Single-authored docs 85
Co-authors per doc 301
International co-authorships % 21.85
Article 419
Review 34

Source: Authors own elaboration.
3. RESULTS

The analysis of the different aspects for both reviews took into consideration author-
related factors (e.g. productivity, citations, and impacts), source-related dimensions (e.g.
relevance of publication sources), trends of topics and keywords, thematic evolution of
topics over time, co-occurrence network, and factorial analysis about topics and keywords.
Figures 2 and 3, and Figures 4 and 5, show the yearly rate of scientific productivity related
to the articles analysed for each review and the citations trends per article and per year,
respectively.

All 8 articles for the review on tourism and hospitality have been published in the last
lustrum, from 2018 to 2023, highlighting the recency of the general topic and the timeli-
ness of the review as well as a poorer interest in the topic over the previous decades,
compared to the general organization, business and management fields. By contrast,
the review on cybersecurity in organisation, business, and management identified 453
articles in the last two decades, namely, from 2003 to 2023. Whilst for the latter review,
we have found a consolidated growth trend of publications, predominantly from 2016
(Figure 3), up to a maximum of 112 in 2023, the former review on tourism and hospi-
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tality shows a fluctuating trend of published articles (Figure 2) that demonstrates the
underdeveloped discourse in the field literature and the lack of structured and systema-
tised knowledge about cybersecurity issues. This fact is even more telling if we consider
that the annual scientific productivity is not related to the single author in the field (i.e.,
it is not a per capita productivity), but it represents an absolute value of the overall
community working on such topics. Hence, the difference in absolute values returns the
magnitude in terms of the delay of the literature discourse in tourism and hospitality
compared to the general field of organisations, business and management: the former is
56 times less investigated than the latter. This has further shown the inevitable need for
a literature discourse in this field to be driven and oriented depending on the develop-
ment of the more developed and consolidated literature on cybersecurity in organisation,
business, and management, which is taken as a reference in this comparison study.

The fluctuating trend of yearly citations in the tourism and hospitality review (Figure
4), is coherent with the fluctuations of the corresponding scientific productivity (Figure
2) of up to a maximum of 4 in 2022. On the contrary, the maximum average citations
per article and per year that grew to 51.21 and 7.32, respectively, was reached in 2017,
whilst the turbulent growth of publications reached its peak in 2023 with 112 articles
(Figure 3), so far.

Figure 2
ANNUAL SCIENTIFIC PRODUCTIVITY FOR THE REVIEW ON
CYBERSECURITY IN TOURISM AND HOSPITALITY

Articles
4
3
2
1
0
Year 2018 2020 2022

Source: Authors own elaboration.
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Figure 3
ANNUAL SCIENTIFIC PRODUCTIVITY FOR THE REVIEW ON
CYBERSECURITY IN ORGANISATION, BUSINESS, AND MANAGEMENT

Articles

90

60

30

0 Year 2004 2009 2014 2019 2023
Source: Authors own elaboration.
Figure 4

ANNUAL CITATIONS PER ARTICLE FOR THE REVIEW ON
CYBERSECURITY IN TOURISM AND HOSPITALITY

Articles

3

Year 2018 2021 2023

Source: Authors own elaboration.
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Figure 5
ANNUAL CITATIONS PER ARTICLE FOR THE REVIEW ON
CYBERSECURITY IN ORGANISATION, BUSINESS, AND MANAGEMENT

Articles

Year 2004 2009 2014 2019 2023

Source: Authors own elaboration.

The peppered production for cybersecurity in tourism and hospitality is reflected by
the authors’ production over time that shows just 1 publication per author, whilst a more
intensified and continued effort characterises the authors in the field of organisation,
business, and management, up to 6-7 publications in a row. Likewise, the maximum
number of articles per most relevant author is equal to 1 for tourism and hospitality,
whilst it is equal to 7 for organisation, business, and management, with more than 1
article for more than 100 authors, thus, suggesting that the scientific leadership in terms
of authors’ productivity is quite dispersed.

As for the sources of publication, the most frequent sources in the dataset are predom-
inantly non-top-ranked outlets (e.g., Journal of Hospitality and Tourism Technology and
Handbook of E-Tourism), thus, suggesting that cybersecurity has not yet been recognised
as a key issue in the ongoing discourse in tourism and hospitality, whilst some key journals
are included among the most relevant sources in organisation, business, and management
(e.g., IEEE Transactions on Engineering Management, Business Horizons). This is con-
firmed by the homogeneity in source ranking based on the Bradford’s Law - which ranks
the publication sources and articles through the source log (rank) — according to which
most of the journals retrieved as core sources in the more general dataset outperforms the
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tourism and hospitality ones. Interestingly, the analysis of publication sources suggests
that most of the outlets publish technology-related articles but tend to neglect social and
behavioural aspects like those related to social engineering issues, human security and
user education in the tourism and hospitality fields.

Moreover, the analysis of the disciplinary contents of each publication has been
conducted by considering the authors’ keywords as the main and more reliable source
to understand the inner meaning and contribution of each article (Giglio et al., 2023a;
Giglio et al., 2023b). Afterwards, we have also deepened the themes and topics emerging
from the two sets of articles. More precisely, Figure 6 shows that the ongoing discourse
on cybersecurity in tourism and hospitality has not taken very differentiated research
directions as it remains anchored at the predominant keywords that are typical of very
general cybersecurity issues (i.e. cyberattacks, cybercrimes, privacy, risk and data
breach, and similar topics) except for themes linked to cruises and crew members. Thus,
this again confirms the need for a driven development of the literature discourse based
on a by-analogy comparison with the organisation, business, and management research
fields. On the other side, cybersecurity in organisation, business, and management is
characterised by a richer and more differentiated development of the literature (Figure
7), which embraces risk-related topics, artificial intelligence, Internet of Things, block-
chain, Industry 4.0, Covid-19, digitalisation, resilience, knowledge management, and
supply chain management. The comparison among the two word clouds in Figures 6 and
7 shows that there is a delayed pattern of differentiation of the topic clusters within the
narrower review on tourism and hospitality, whilst the larger one on organization, busi-
ness and management clearly identifies trends and clusters related to technology-driven
research (e.g., Industry 4.0, artificial intelligence, machine learning, big data), social
security aspects (e.g., social engineering risks), behavioural and educational research
(e.g., user education and training), trust and reputation (e.g., frauds, digital payments).
Therefore, we use this review, which is endowed with more advanced literature on
cybersecurity in the general organisation, business, and management area, in order to
forecast the delayed literature discourse in the tourism and hospitality industry and
provide tourism and industry stakeholders with future research directions. First, Figure
8 shows that after focusing on more general topics linked to cybersecurity, research
on organisation, business, and management has emphasised themes related to artificial
intelligence and blockchain, Industry 4.0, and digitalisation, which are the emerging
topics depicted by the thematic evolution shown in Figure 9. In conclusion, the advanced
thematic evolution of organisation, business, and management research could help in
predicting that future research directions and applications in tourism and hospitality will
be more heavily focused on the hitherto emerging clusters in the following: (1) machine
learning, artificial intelligence, blockchain, and big data; (2) fraud and reputation in the
assurance and banking sectors that could be applied to digital payment methods and
transactions in general in tourism and hospitality; (3) phishing and social engineering
related to data breach and privacy issues in tourism and hospitality; and (4) human
security and user education applied to tourism and hospitality crew and customers, not
limited to the sector of cruises.
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Figure 6
WORD CLOUD FOR THE REVIEW ON CYBERSECURITY IN TOURISM AND
HOSPITALITY
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Figure 7
WORD CLOUD FOR THE REVIEW ON CYBERSECURITY IN
ORGANISATION, BUSINESS AND MANAGEMENT
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Figure 9
THEMATIC EVOLUTION FOR THE REVIEW ON CYBERSECURITY IN
ORGANISATION, BUSINESS, AND MANAGEMENT
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4. DISCUSSION AND CONCLUSIONS

Lohrke and Frownfelter-Lohrke (2023) analysed articles published from 1998 through
to 2022 in the Financial Times (FT) 50 journals in order to identify the topics in cybersecu-
rity that scholars have examined across different business disciplines. A total final sample
of 150 articles was identified in management research. 47% of the research was published
in the period 2017-2022. The authors found that cybersecurity has been analysed across
four major perspectives: antecedents of, reactions to, and outcomes from cybersecurity
threats, and potential moderators of this process. Management approach, accounting,
marketing, operations, and ethics have been the most used frameworks to study cyberse-
curity issues. Regarding management theories risk assessment, protection motivation and
governance are the most frequently employed theories with very little attention to other
management theories. Thus, these authors provide future opportunities for management
research on cybersecurity threats on four management sub-fields: strategic management;
organisational theory; organisational behaviour, and human theory.

All 8 articles for the review on tourism and hospitality have been published in the last
lustrum, from 2018 to 2023, highlighting the recency of the general topic and the timeli-
ness of the review. Those results show some critical and worrisome data. Cybersecurity
in tourism is much less developed than in management in general.

First, cybersecurity has not yet been recognised as a key issue in the ongoing discourse
in tourism and hospitality. The lack of research on the topic could suggest barriers to its
development. Problems in finding reliable data and being able to go deeper into the subject
could be one of the main factors. In fact, both companies and individuals are reluctant
to report such attacks in order to avoid visibility and losses in trust and brand reputation
(Chen et al., 2023).

Second, scientific leadership in terms of authors’ productivity is quite dispersed. Thus,
the ongoing discourse on cybersecurity in tourism and hospitality has not taken a very
differentiated research direction as it remains anchored in the predominant keywords that
are typical of very general cybersecurity issues (i.e. cyberattacks, cybercrimes, privacy,
risk and data breach, and similar topics) with little or no depth by sub-sector, geographic
area or type of tourism.

Third, thematic evolution has not yet been formed in tourism, which confirms that this
topic in the tourism sector in still in its infancy this topic is in the tourism sector. Thematic
evolution on cybersecurity in organisation, business, and management could provide some
ideas regarding future research directions and applications in tourism and hospitality such
as: artificial intelligence, blockchain, big data; cryptocurrencies; fraud phishing and social
engineering related to data or human security, and user education applied to tourism.
However, some authors emphasised that this problem is different between tourism and
non-tourism companies; therefore, research could focus on other directions. Thus, like
in other sectors with digital supply chains, cyber-supply chain risk management could
convert into a critical discipline combining expertise from cybersecurity, supply chain
management, and enterprise risk management in order to avoid breaches in operations
(Boyson et al., 2022).
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Finally, human factors are a critical issue that do not appear in this systematic review
analysis. Tourism industries are human capital intensive, so human failures can be an open
door to malicious attacks. Generating a cyber security culture and capability is necessary
to prevent breaches and theft of personal data of both employees and customers. In addi-
tion, education regarding the secure use of shared communication infrastructures for both
customers and employees should reduce cybercrime problems.

In addition, although small businesses are more vulnerable to cyberattacks, no com-
pany is free from this type of delinquency. Especially in tourism industries, management
teams are focused on their core business with little awareness of cybersecurity threats.
Therefore, they do not expend money on cybersecurity protection because their technical
knowledge in low (Boto-Garcia, 2023). Nevertheless, cybercrime is a killer for small
companies when it happens (Incibe, 2023). Thus, investments in both tangible assets and
human resources are needed to survive cyberattacks.

Another relevant issue in management is cybersecurity risk factor disclosure. As mentio-
ned before, companies are reluctant to disclose cyberattacks. A company is more attractive
for investment and reliability when it does not disclose problems regarding cybersecurity
(Frank et al., 2023). The influence of disclosures, number of disclosures before and after
the cyberattack, severity of the cyberattack, impacts on the company’s attractiveness and
reputation, and technical and operational measures are just some of the possible lines of
inquiry that can be shared with management theory (Chen et al., 2022; Frank et al., 2023).

Innovation in companies can also be compromised when the dangers of security
breaches are known. This knowledge may prevent risk-taking and innovation-oriented
behaviour (Fusi ef al., 2023). Tourism is recognised as an industry where a high degree of
technological innovation coexists with traditional operational activities. But, as mentioned
above, the management team usually has little knowledge of cybersecurity, which could
precisely be a driving factor for innovation. The relationship between cybersecurity and
innovativeness in tourism also should be studied as a strategic management approach.

This work has important implications for research, theory and practice, as it lays the
groundwork to begin research on the topic from different theoretical and practical perspec-
tives and approaches.

Thus, this study has emphasized several gaps and next steps for cybersecurity in tour-
ism. They provide an opportunity to continue building research on this relevant topic for
tourism.

Finally, this research is not without limitations. The most important is the small number
of papers analyzed in the cybersecurity tourism sector. Although the reason is that more
papers have not been published. This is an important limitation and, therefore, another
bibliometric analysis should be conducted in the future, when the research on the topic
has increased.
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